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ICT Policy 2072 (2015)

Abbreviations

e ADSL: Asymmetric Digital Subscriber Line

EMF: Electro Magnetic Fields

e FTTH: Fiber-to-the-Home

* GNI: Gross National Income

* ICNIRP: International Commission on Non lonizing Radiation
Protection

* |CTs: Information and Communications Technologies

Siailafoiech

* IXP: Internet Exchange Points
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ICT Policy 2072 (2015)

Abbreviations

» LAPA: Local Adaptation Plan of Action

» NAPA: National Adaptation Plan of Action

* NCERT: Nepal Computer Emergency Response Team

» NDLI: National Digital Literacy Initiative

* QoS: Quality of service

* RTDF: Rural Telecommunications Development Fund
* ITES: IT-enabled Services

e BPO: Business Process Outsourcing
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» NTIS: Nepal Trade Integration Strategy
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ICT Policy 2072 (2015)

Guiding Principles

¢ Intended to create foundational groundwork for an overarching
vision of "Digital Nepal”

* Implementation of this policy will be Government-led and
Private Sector-driven. Public-Private Partnerships (PPP)

* Policy is primarily designed to guide and mainstream the use of
ICTs in all sectors of the Nepalese economy

¢ Intends to promote platform neutral services in e-governance

» Freedom of expression on the Internet
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ICT Policy 2072 (2015)

Goals

» Digital Literary -> 75% till 2020

» Broadband services-> 9o% till 2020

» Contribution in GDP -> 7.5% till 2020

* Internet Access -> Entire Nepal till 2020

* Online Government Services->80% till 2020
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ICT Policy 2072 (2015)
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ICT Policy 2072 (2015)

Strategies

* Human Resource Development

ICT in Education, Research & Development
Access, Media and Content
ICT Industry

ICT for Government service innovation and good
governance

e SMEs and e-Commerce
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e Telecommunications infrastructure
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ICT Policy 2072 (2015)

Strategies

e Convergence of Telecommunication, ICTs and
broadcasting

ICT in agriculture, ICT in Health, ICT in Tourism

e Telecommunication/ICTs in mitigating the impact of
climate change

 ICT in environment and natural Resources

e Telecommunication/ICTs for natural disaster
preparedness, mitigation and relief

» Human exposure to Electromagnetic fields and safe

disposal of electronic waste
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ICT Policy 2072 (2015)

Strategies

» Conformance, Interoperability and Standards in
telecommunications/ICT

e Cloud Computing

Access to telecommunications/ICTs in rural and remote
areas

 Access to Telecommunications/ICT services for persons
with disabilities and specific needs

* ICTs forYouth, women and girls

» Building confidence and Security in the use of ICTs
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ICT Policy 2072 (2015)

Cloud Computing

A cloud computing/ shared services framework will
be deployed using Government Integrated Data
Center with a view to maximizing capacity
utilization, improving IT flexibility and
responsiveness, and minimizing cost in using ICTs in
Government agencies.
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ICT Policy 2072 (2015)

Vision

» To transform Nepal into an information and knowledge-
based society and economy

Mission

» To create conditions for the intensified development and
growth of ICT sector as a key driver for Nepal's sustainable
development and poverty reduction strategies
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ICT Policy 2072 (2015)
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ICT Policy 2072 (2015)
Objectives

* To make ICT affordable and accessible by all
» To develop ICT infrastructure

» To use ICT in socio economic development
» To promote good governance through ICT
» To promote research in ICT
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ICT Policy 2072 (2015)
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mplementation o olic
<~ Impl fICT Policy
) Steering committee will be formed for implementation
Dgg Hon. Minister, Ministry of Information and Communication Technology Chairperson
% Member, National Planning Commission Member
% Secretary, Ministry of Education Member
% Secretary, Ministry of Health Member
S— Secretary, Ministry of Agriculture Member
% Secretary, Ministry of Finance Member
% Secretary, Ministry of Local Development Member
g Secretary, Ministry of Information and Communication Member
§ Chairman, Nepal Telecommunications Authority Member
Representative Private Sector / Domain Expert 2 Members
% Joint-Secretary (Policy and Programme), Member-
Ministry of Information and Communication Secretary
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Electronic Transaction Act, 2063

ETA is enacted by the house of representative in

2063

» To make legal provisions for authentication of
electronic records

» To make electronic transaction reliable and secured

» To control unauthorized use of electronic records
and alteration of electronic records in illegal manner
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Electronic Transaction Act, 2063
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Electronic Transaction Act, 2063

Definitions
* Asymmetric Crypto System:
system to create secured key pair,
Private key to create digital signature
Public key to verify digital signature
* License:
License to issue digital signature certificate
Issued by Controller to Certifying Authority
» Originator:
A person who generates, stores or transmits electronic
records and person to cause the functions
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Electronic Transaction Act, 2063

Definitions

* Subscriber
A person who gets digital signature certificate

e Tribunal
Appellate Tribunal formed to initiate the proceedings and
adjudicate the offences concerning computer
Consists of three members: Each of law, Information
Technology and Commerce

e Access
An opportunity of gaining entry into any computer,
computer system or computer network
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Electronic Transaction Act, 2063

Definitions
o Certificate
Digital signature certificate issued by Certifying Authority
» Certification Practice Statement
Statement issued by a Certifying Authority to specify the
practices to be applied by the Certifying Authority while
issuing a Digital Signature Certificate
 Certifying Authority
Who has obtained a license to issue a Digital Signature
Certificate
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Electronic Transaction Act, 2063

Definitions
* Electronic Record
Data, record, image or sound transmitted, received or stored
in an electronic form
* Government Authority
Ministry
Secretariat
Department of Nepal Government or the Offices thereunder,
Constitutional Body or the Offices thereunder
Court or Tribunal or Office of the Nepal Army
Other offices of the similar nature
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Electronic Transaction Act, 2063

Definitions
e Public Institution

A company, bank or board whether fully or partially
owned or controlled by Government of Nepal or
government body

A university, school, academic institutions operated
by government

Local Bodies formed under the Local Self-
Governance Act
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Controller (OC) and Certifying Authority (CA)

Controller (OC)
» Appointed by Government of Nepal

Issues license to CA

Supervises and monitors the activities of CA

Fixes the standard to maintained by CA

Specifies the format and content of digital signature
certificate

Controller may issue order

Controller may delegate power

Controller may investigate
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Applying for license
» Submit application to controller in given format with

following documents

o Details about certification

> Document of identification

o Statement to specify financial resources, human resources
and other facilities

Functions of CA

* Issue a certificate, to suspend or revoke it

Siaiidlfolech
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About License

» Must be renewed each year
Must submit application to months before expiry

* License may be suspended

 License may be revoked
Controller should publish notice suspension or revocation
of license at least in two daily newspaper in Nepali and
English language for two times.

Siailafoiech
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Function of subscriber
» To generate key pair
» To accept a certificate
» Toretain the private key in a secured manner

» To deposit the private key to the controller

Siaiidlfolech
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Offence Relating To Computer (P IR)

» To Pirate, Destroy or Alter computer source code
Imprisonment not exceeding three years or fine not
exceeding two hundred thousand Rupees or both

[computer source code" means the listing of
programmes, computer command, computer design and

layout and programme analysis of the computer resource

Siailafoiech

in any form]
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Offence Relating To Computer (P IR)

» Unauthorized Access in Computer Materials
Fine Two Hundred Thousand Rupees or imprisonment not
exceeding three years or both

» Damage to any Computer and Information System

Fine not exceeding Two Hundred Thousand Rupees and with

imprisonment not exceeding three years or both
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Offence Relating To Computer (P IR)

 Publication of illegal materials in electronic form
Fine not exceeding One Hundred Thousand Rupees or the
imprisonment not exceeding five years or both
If offence referred is repeated s/he shall be liable to the
punishment for each time with one and one half percent of

the punishment of the previous punishment.
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Offence Relating To Computer (P IR)

» Confidentiality to Divulge
Fine not exceeding Ten Thousands Rupees or imprisonment
not exceeding two years or both

* To inform False statement

Fine not exceeding One Hundred Thousands rupees or an

imprisonment not exceeding two years or both
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Offence Relating To Computer (P IR)

» Submission or Display of False License or Certificates
Fine not exceeding one hundred thousands Rupees or an
imprisonment not exceeding two years or both

 False statement in regard to license
Fine not exceeding one hundred thousand Rupees

 Publishing fake certificate or certificate which is not

issued
Fine not exceeding one hundred thousands Rupees or an

Siailafoiech

imprisonment not exceeding two years or both
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Offence Relating To Computer (P IR)

» Non-submission of Prescribed Statements or Documents
Fine not exceeding fifty thousands Rupees

* Fails to maintain account in a secured manner
Fine not exceeding fifty thousands Rupees

* To commit computer fraud

Fine not exceeding one hundred thousand Rupees or an

Siaiidlfolech

imprisonment not exceeding two years or both
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Offence Relating To Computer (P IR)

» Abetment to commit computer related offence
Line not exceeding fifty thousand Rupees or imprisonment
not exceeding six months or both

e Punishment to the Accomplice

Liable to one half of the punishment for which the principal is

liable
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Tribunal

» Appellate Tribunal formed to initiate the proceedings
and adjudicate the offences concerning computer
» Consists of three members: Each of law, Information

Technology and Commerce
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Qualification of Tribunal member

e Law Member
Knowledge of IT and qualified to be a judge in the District Court
* IT Member

Master Degree in Science or IT, at least three years experience in the field
of electronic transactions, information technology or electronic

communication
e Commerce Member

At least master degree in management or commerce and who has

specialization in the field of electronic transaction and who has at least

Siailafoiech

three years experience in the related field
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Social Media and Artificial Intelligence
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Social Media

« Interactive digital channels for sharing information, ideas,
interests and other forms of expression

« Computer-based technology that facilitates the sharing of
ideas, thoughts and information through virtual networks
and communities

» Websites and applications that focus on communication,

community-based input, interaction, content-sharing

Suianlifoiech

and collaboration

HICR HTRCR TR BET, THTC SWICH, TD: QLYEYI]]3I, JCYIURLEY0

Social Media Platform

« Instragram: for sharing photographs and video content.

* Youtube: for online video watching

« Facebook: connecting with people around the world and
sharing information

« Twitter: for sharing thoughts

» Tiktok: sharing personal videos

» LinkedIn: most popular social media site for
professional networking

Siaslijoiech
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Suianlifoiech

Social Media Platform

« Pininterest: Social media site+ search engine. It consists
of digital bulletin boards where a user can save products,
project ideas, and inspirational images.

e Flickr: Popular platform for sharing photos and videos

« Snapchat: Mobile messaging social media platform

« WhatsApp: Popular mobile messaging app

» Viber: A VoIP and instant messaging mobile app

» WeChat: Multi-purpose mobile messaging app. People can
send text messages, voice calls, video content, and even
make payments.

HTCR HTRCR TR BET, TTC SWICH, TD: QLYEYI]]3I, REYIURLEY0
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Social Media Benefits

 Gives information about what's happening in the world in
real-time

« stay in touch with long-distance friends

» have access to endless amounts of information at our
fingertips

 Online discussion

» Knowledge sharing: share knowledge and gain credibility,
also acquire information

« Entertainment: Playing game with online friend

e Advertisement and Marketing
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Social Media in Government Organization

 Can share critical information in crisis

» Can use experts to share health, science, and
expert information

 Create an open channel for citizen interaction and
engagement.

 Can be in touch with day to day problem of citizen

» Provides quick to message to target audience.

Suianlifoiech
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Artificial Intelligence

 Capability of computer to work as human beings

» Simulation of human intelligence processes by machine
Narrow Al
» Designed to perform a single or specific task
General Al

» Designed to understand or learn any intellectual task that

Sniaulafolech

human beings
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Artificial Intelligence

« Machine Learning

> Branch of Al involved in designing algorithm
to allow computer to learn without being

explicitly programmed

Siaiidlafolech
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Artificial Intelligence

 Machine Learning

> Define a question

> Collect data

o Visualize data

o Train algorithm

o Test the Algorithm

o Collect feedback

> Refine the algorithm

PHICR 3N TART BET, TIC FPIch, THD: QEYLEYI]RI, RU¥IUILEYO
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Artificial Intelligence

» Types of Machine Learning

o Supervised learning
Training on labeled data
Input/output are known

o Unsupervised learning
Training on unlabeled data
Input is known but output is known

- Reinforcement learning
Training a model to make a sequence of decisions trial
and error

P STRCR TIR BT, WC T, THd: QLYLEYI]R3I, REYIULEYO
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Artificial Intelligence

 Machine Learning Application
> Web Search Engine
> Photo tagging Applications
> Spam Detector
o Automation

- Government organization

Sniaulafolech

o Marketing
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Siaiidlafolech

human beings

Artificial Intelligence

» Natural Language Processing (NLP)
> Branch of Al provides computers the ability to

understand text and spoken words in much the same way

> Focuses on computer program that can understand,

interpret, and generate human language

P STRCR TIR BT, WC T, THd: QLYLEYI]R3I, REYIULEYO

« NLP Steps

Sniaulafolech

B

Lexical Analysis

B

|

Syntactic Analysis

!

Semantic Analysis

|

Disclosure Integration

| |

Pragmatic Analysis

Artificial Intelligence

Identify words
Analyze words in sentence
Draw exact meaning

Analyze meaning from
previous statement

Reinterpret to actual
meaning
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E-governance

» Use of ICT in governance

» Providing services to citizen in electronic medium
minimizing paper-work

 Also called Electronic governance, Internet governance,
Digital governance, Online governance, Connected

governance
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Types of E-governance

Government-to-Citizen(G2C)

Government-to-business (G2B)

Government-to-Government (G2G)

Government-to-Employee (G2E)
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E-governance in Nepal

« Vital Registration

» E-passport

E-bidding etc.

» Government website

- B WHR

» E-banking

» Online Application (PSC)
» Tele center

 Online PIS
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